CAMPOLO, MIDDLETON & MCCORMICK, LLP

Big Firm Quality. Small Firm Value.

Employer Legal Issues For Online Social Networking
by Arthur Yermash, Esg.

The use of online social networking in the workpgldas become fairly commonplace. In fact,
Human Resources specialists often troll the interesearching for any information that can be
uncovered concerning current and potential empkyé&amployees often spend time during work and off
hours interacting with co-workers via internet-lshsecial networks. Although personal use of social
networking websites is inevitable, uses of onlioeia networks by employers and employees may not
always be proper. Employers risk the chance d@llsgues such as negligent hiring, harassmemhsai
discrimination claims, and other legal issues.

An employer may be subjectegligent hiring claims if the employer fails to act on information
it discovers about its employee on a social netwmgrivebsite. A typical claim for negligent hirimgay
arise where an employee injures someone, and thgen knew or should have known about the
employee’s propensity for causing injury to othefiis may occur when the employer knew about that
employee’s propensity for violence based on infdiomeabout that employee discovered by the
employer on a social networking website. By disow information about an employee on a social
network and not acting upon that information, th@loyer increases the risk of claims brought addins
An employer, however, has to walk a tight line sdaavoid discrimination claims which may arisenir
adverse action taken as a result of the informatiscovered on an online social network.

An employer may subject itself thscrimination claims by using online social networks to
evaluate employment candidates. It is well esthblil that employment decisions based on a candidate
sex, sexual orientation, age, or race are imprapérsubject to protection under federal law. Tirst f
issue here is individuals of varying races and agesot equally represented on all social netwarki
websites. As such, employers may have a dispriopate amount of information for candidates falling
into one category, as opposed to another. For gbeamdividuals in the age range of 18-34 are
overrepresented on Facebook, but underrepresenteishikedin, whereas those over 50 are
underrepresented on Facebook, but overrepresenteitikedIn. The second issue here is that an
employer making decisions based on a candidatg;sss&ual orientation, age, or race, as discovered
an online social network, may result in discrimioatclaims if the information was used to make an
employment decision. Decisions should be madedbaséob qualification.

An employer may be subject harassment claims by using and permitting its employees ® us
social networking websites during working hourgople typically feel cavalier when socializing with
others online, especially when doing so under agm@ym (i.e. screenname). As such, the risk of
making inappropriate comments that may rise tddtel of harassment likely increases. The likeditho
of a harassment claim increases even further wingergisors interact with employees that they
supervise. Courts have held that even a singkeskarg event, if severe enough; can create a @ogbilk
environment, subjecting employers to claims.

It is nearly certain that online social networkinij continue to play an ever-increasing role in
employers’ vetting and review processes, as welaslaily lives of its employees. Employers shidue
cognizant of social networking websites use wiitérdomain. To help avoid some of the
aforementioned legal issues, employers should bl@ae rules on the use of such websites. Employees
should generally not be allowed to use online $o@éworks during work hours. The employer mayals
clearly define the nature of the information thatynbbe collected in a candidate’s vetting procesd, a



expressly reject the use of any other informat@rahy purpose. Also, an employer may clearlyradefi
which personnel may access online social networkifagmation, and clearly define for that limited
purpose that information may be used or accesseday also be useful to remind management and
employees that online interaction may still subjecll of the employment laws, regulations, and
company policies. By creating clear and definitpadicies, employers will reduce the risk of legkims
resulting from use of online social networks in Warkplace.



